
 
 

 

Twelfth Meeting of European Labour Court Judges 

Budapest, 8 et 9 September 2004 

  
 
 

Protection of worker’s privacy 
 

Questionnaire 
 

 
General Reporter: Judge Pekka Orasmaa, President, Labour Court 

Helsinki, Finland 
 

National Reporter: Michael Koch, President, National Labour Court, Sweden 
 
 
1. Introduction 
 

The protection of personal privacy has become increasingly important in pace with the 
development of information technology. A number of international documents have also been 
adopted to regulate this area. From the European perspective, perhaps the most important legal 
instruments are the Personal Data Protection Directive 95/46/EC and the Privacy and Electronic 
Communications Directive 2002/58/EC. With regard to employment, two non-binding 
instruments can be mentioned, namely the Recommendation of the European Council R(89)2 
and the ILO guidelines on the protection of worker’s personal data (1996). The ILO Private 
Employment Agencies Convention, 1997 (No. 181) and its accompanying Recommendation 
(No. 188) also contain rules on the gathering, storage and use of personal data by private 
employment agencies to which these ILO standards apply. Article 8 of the Council of Europe 
Convention for the Protection of Human Rights and Fundamental Freedoms as well as Article 7 
of the Charter of Fundamental Rights of the European Union can also be invoked while 
discussing this issue.  

 
It seems, however, that many practical situations at the workplace, relating to privacy, are dealt 
with differently or are not specifically addressed in various European legal systems. Worker’s 
privacy was discussed in the meeting of European Labour Court judges which was held in The 
Hague in 1996, but new developments in the practical world as well as in legal regulation call 
for further examination of the subject. The purpose of this questionnaire is to provide a basis 
for an updated overview on how employment-related sensitive data and electronic monitoring 
are regulated and treated in case law in modern legal systems. 

 
2. Legal framework 
 
 Please provide a brief description of the legal system governing the protection of 

worker’s privacy in your country. 
Answer: Please see below. 
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 Is the issue covered by constitutional provisions/civil or labour laws/specific data 
protection laws/collective agreements/case law etc.? 

 
 

Answer: Apart from international instruments (the 1948 Declaration of Human 
Rights, the International Covenant on Civil and Political Rights), there are 
general rules concerning protection of personal privacy in the Swedish 
Constitution and other legislation of constitutional status. General rules are also to 
be found in the 1950 European Convention on Protection of Human Rights, which 
has the status of domestic law in Sweden. The legislations also contains rules on 
privacy in the 1998 Personal Data Act, in the Criminal Law (i.a. secrecy of post) 
and some other Acts. However, there is at present no specific legislation 
concerning worker´s privacy in Sweden. In 2002, a Commission Report was 
published, but its proposals will not be implemented in the legislation.  However, 
there may be collective agreements which contain rules on this subject. Otherwise, 
protection in some cases will follow indirectly according to mandatory rules on 
protection of employment.   

  
 
3. Sensitive data 
 
 3.1 Is there a legal definition for the concept of sensitive data in your country? 

Does it cover all relevant aspects of data protection at work?  (For more 
information please see the following website: 
http://europa.eu.int/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=en&num
doc=31995L0046&model=guichett) 

 
Answer: There is an definition of sensitive data in the 1998 Personal Data 
Act (Section 13), covering racial or ethnical origin, political views, religious 
or philosofic conviction, membership of a trade union, health or sexual 
behaviour. 

 
 

3.2. What are the general principles recognised in your legal system concerning 
the collection and processing of workers’ personal data? Are the principles, 
laid down in the Directive 95/46/EC, transposed and applicable as such in 
the employment context (the principles of legitimacy, finality, 
transparency, proportionality, confidentiality and security, and control)?  

 
 Answer: Yes, the principles laid down in the Directive are applicable in 

employment relations. 
 
 
 

3.3. Is there an additional general requirement that the employer may only 
have access to workers’ personal data if the information is relevant to the 
work tasks or the employer’s functions? Please describe the content of this 
requirement. 
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Answer: Yes, the person responsible must make sure that the personal data 
is handled 1. in a lawful way 2. correctly  3.  only for an explicit and 
rightful purpose 4. not for a purpose contrary to the expressed purpose 5. 
only to the extent that the information is relevant for the purpose 6. the 
information is correct and up-dated 7. so that it is kept under no longer 
time than necessary. 

 
 

3.4. Does the above principle accept that, as an exception, the 
employer may collect and where appropriate disclose, sensitive personal 
data when such is justified on grounds such as national security, public 
safety or the economic well being of the country, for the prevention of 
disorder or crime, for the protection of health or morals, or for the 
protection of the rights and freedoms of others?  
 
Answer: Yes, there are some exceptions of this nature. 
 
 

3.5 What is the role of the worker’s consent as a justification for processing 
sensitive data? Can the worker lawfully give his or her consent in the 
individual employment contract? 

 
 Answer: Yes, the worker can lawfully give his consent to such processing of 

sensitive data. 
 
 

3.6 Can the workers:  
 

a) be granted access to all their personal data either processed by 
automated or electronic systems, or kept manually on file? 

 
Answer: Yes. 
 
 
b) be granted the right to obtain and examine a copy of any such data and 

the right to demand that incorrect or incomplete data be deleted or 
corrected? 

 
Answer: Yes.  

 
3.7 A list of typical items of sensitive data is given below.  

   
a) health or medical data; 
b) pregnancy; 
c) HIV/AIDS data; 
d) results of drug and alcohol tests; 
e) genetic data; 
f) psychological and personality tests, including graphological tests; 
g) religious belief; 
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h) marital status; 
i) sexual orientation; 
j) political opinion; 
k) trade union membership, and  
i) data related to criminal conduct? 

 
 
 a) What are the specific rules, in force or under preparation in your 

country, concerning the processing of this data? 
  
 Answer: Processing of such information is permitted only in 

specifically mentioned cases, i.a. when 
 1. there is consent of the employee  
 2. processing is absolutely necessary for the employer´s rights 

concerning labour law issues 
 3. necessary for the establishment of legal claims etc. 

 
 
 b) Please also explain the conditions under which job-applicants may be 

required to provide the data or to undergo the tests based on these 
data.  What are the consequences of their refusal to do so?  

   
  Answer: The obligation to undergo tests is not regulated in Swedish 

legislation. If the job-applicant refuses, the most probable effect will be 
that he or she will not be employed. 

 
 

3.8 Can a worker claim damages in the case where:  
 
a) the employer has abusively or illegally stored or used data when it is not 

relevant to the job which a worker has applied for or for which he has 
been hired? 

 
Answer: Yes.   

 
 b) the employer has illegally disclosed such data to third parties? 
  Answer: Yes. 
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If a worker can claim damages in the above-mentioned cases, what is the 
competent jurisdiction to hear and adjudicate such claims, and what remedies can 
that jurisdiction order? 

 Answer: This will be deemed to be a labour law dispute, which means that 
it will be adjucitade by a District Court or, if the worker is represented by 
his trade union, by the Labour Court. 

 
 
 
4. Electronic surveillance and monitoring 

 
4.1 Are there specific rules or provisions in force in your country, applicable to 

 monitoring telecommunication in the workplace? What is the role of case 
law in this respect? 
 
 Answer: There are no such rules. 

   
 

4.2. E-mail 
 

a) Are there any circumstances in which an employer has the right to 
examine a worker’s e-mail message?  Is a worker’s private message 
seen/treated in a different manner from a work-related message? 

   
 Answer: This question has not been dealt with in Swedish case-law, but it is 
probable that - given that the data equipment are work tools provided by 
the employer -  the employer indeed has such a right. Probably, there are 
no great differences between work-related and private messages. But an 
examination by the employer may not be contrary to law or good faith. It is 
possible that an examination will be deemed legal only if the employer has 
good reasons for it. 

 
 

b) Should an employer follow a certain procedure in the event where 
he/she wishes to examine the e-mailbox and e-mail messages sent to or 
by a worker? 
 
Answer: There are no rules or case-law concerning this matter. 

 
c) What is the role of the worker’s consent in these cases? 

 
Answer: See above. An examination would never be deemed illegal if 
undertaken with the worker´s consent. 
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4.3.  Internet 

 
 In the event where the worker is allowed access to the Internet at the 

workplace, is the employer allowed to exert control over the worker to 
ensure that he/she follows the instructions and rules given by the 
employer? What are the methods for such control? 

 
 Answer:  In this respect the same principles as for e-mails are applicable. 
 

4.4.  Camera surveillance 
 

a) Are there any general rules in your country governing camera 
surveillance at work? 

 
Answer: Specific rules are to be found in the 1998 Act on General Camera 
Surveillance and Monitoring, which principally is applicable on work-
places too. Such surveillance and monitoring is legal only when permitted 
by a state authority. 
 
b)  What are the preconditions for camera surveillance of workers in 

general and of an individual worker? 
  

Answer: Permission for camera surveillance is given only in cases 
where the reasons for such surveillance are stronger than the interest 
of personal privacy. It should be specially considerated if the 
surveillance is needed for prevention of crimes, accidents etc. 

 
 c) Do workers have to be informed of camera surveillance/location of  

cameras? 
  
 Answer: Yes. 
 

d) Does the employer have to obtain permission from an outside body for 
secret camera supervision? 

  
 Answer: See above (permission needed). 

   
 

4.5 Are there rules governing other forms of electronic surveillance (recording 
devices, control systems etc.)? 

 
 Answer: No. 
 
 4.6 What are the consequences if the rules on electronic surveillance are 

violated? 
 

Answer: Having camera surveillance without permission is a criminal 
offence. 
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5. Surveillance outside the workplace 
 

Can the employer monitor the worker’s activities outside the workplace (for 
example to control absences from work for alleged sickness or accident)?  
 
Answer: Yes, so long as he does not violate the legislation. 

 
  
 
6. Collective guarantees 
 
 Is there an obligation to inform/consult workers or their representatives when 

implementing, changing or withdrawing workplace rules or practices on 
processing personal data? 

 
 Answer: Such measures are probably of such nature that there is an obligation for 

the employer to initiate negotiations with the trade union(s) before the decision is 
made (this is so only when the parties are mutually bound by a collective 
agreement).   

 
 

 
 


