
Twelfth Meeting of European Labour Court Judges 

Budapest, 8 et 9 September 2004 

  
 
 

Protection of worker’s privacy 
 

Questionnaire 
 

 
General Reporter: Judge Pekka Orasmaa, President, Labour Court 

Helsinki, Finland 
 
 

National Reporter: Elin Nykaas, Law Clerk, The Labour Court of Norway 

 
 

2. Legal framework 

A brief description of the legal system governing the protection of worker’s privacy in 

Norway. 

 
  Provisions maintaining the privacy of the individual are mainly regulated in the Act of 14 
April 2000 No 31 relating to the processing of personal data (Personal Data Act). The Act 
does not differentiate between employees and other natural persons and has no special 
provisions for workers.   
The purpose of this act is to ensure that personal data are processed in accordance with 
fundamental respect for the right to privacy, including the need to protect personal integrity 
and private life and ensure that personal data are of adequate quality (Personal Data Act, 
section 1 (2).  
First and foremost, this Act applies to processing of personal data wholly or partly by 
automatic means, cf. Personal Data Act section 3(1) a). Processing of personal data is defined 
as any use of personal data such as collection, recording, alignment, storage and disclosure or 
a combination of such uses. This means that the provisions of the Act apply even though some 
part of the data is processed or collected manually. Nor is it limited to written data. Automatic 
processing of sound and photographs is included, if it can be defined as  ”processing of 
personal data”. 
Secondly, the Act applies to other processing of personal data that form part of or are intended 
to form part of a personal data filing system, cf. Personal Data Act, section 3(1) b). A 
”personal data filing system” means a systematic register of personal data concerning natural 
persons. 
The Act, however, does not apply to processing of personal data carried out by a natural 
person for exclusively personal or other private purposes, cf. Personal Data Act, section 3(2). 
In order to be defined as exclusively personal or other private purposes there has to be a 
certain connection between the data subject and the processor of the data. 
 



The Act states alternative conditions that have to be met in order to process personal data. The 
data subject must either have consented to the processing of the personal data, or there must 
be statutory authority for such processing, or the processing must be necessary to fulfil certain 
specified objectives or results, cf. Personal Data Act, section 8. For cases that concern 
processing of sensitive personal data, further conditions are listed in Section 9. In addition, 
one of the conditions in Section 8 must be met. Also for sensitive personal data must there be 
consent by the data subject to the processing, or there must be statutory authority for such 
processing, or the processing must be necessary to protect certain specified objectives, or the 
processing must relate exclusively to data which the data subject has himself made public.  
The listed purposes in Section 9 about sensitive personal data are stricter and more restricted 
than for not sensitive data in section 8, but in both the provisions the lists are exhaustive. 
The purposes in sections 8 and 9 are regarded to be so important that the consideration to 
protection of privacy must yield if it is necessary in order to fulfil these. In this requirement is 
presupposed that the purpose or the result is unobtainable in other, or less extensive way. The 
demand to necessity has to increase in concord with how intrusive the action is upon the 
registered. There may possibly be cases where processing is so encroaching that it may only 
be performed if there is sufficient legal authority. 
In addition, Section 11 of the Act states certain basic requirements to the quality and purposes 
for the processing of the personal data. The data can only be used for explicitly stated 
purposes that are objectively justified by the activities. They have to be adequate and relevant 
to the purpose of the processing and cannot be stored for longer than what is necessary for the 
purpose of the processing. The controller shall ensure that the data are correct and up to date.   
The main rule for processing of personal data is that the Data Inspectorate shall be notified. 
Notification shall be given not later than 30 days prior to commencement of processing 
personal data by automatic means, or establishing a manual personal data system that contains 
sensitive personal data, cf. section 31. This notification is a formality if the conditions in the 
Act for processing of personal data are met. It does, however, ensure that the public 
authorities know where processing of personal data take place and alerts the controller to the 
responsibilities that lie in the processing.  
For the processing of sensitive personal data that have not been volunteered by the data 
subject a license from the Data Inspectorate is required, cf. section 33. 
 
 
 
2 a. Is the issue covered by constitutional provisions/civil or labour laws/specific data 

protection laws/collective agreements/case law etc.? 

 
Protection of worker’s privacy against control and processing of personal data is mainly 
regulated in the Personal Data Act. There are, however, various provisions on this topic both 
in the Worker Protection and Working Environment Act, the General Civil Penal Code and 
other special laws. The issue is also regulated in collective agreements, and protection of 
privacy has been established by case law. 
 
 
3. Sensitive data 

3.1. Is there a legal definition for the concept of sensitive data in your country? Does it 

cover all relevant aspects of data protection at work? 

 



The Personal Data Act, section 2, no.8 contains the legal definition for sensitive personal data.  
Sensitive personal data includes information relating to racial or ethnic origin, political 
opinions, philosophical or religious beliefs, the fact that a person has been suspected of, 
charged with, indicted for or convicted of a criminal act, information about his/her health, 
sex-life and trade-union membership. 
Whether all aspects of data protection in relation to employment will be covered by the term 
sensitive personal data is questionable.  
 
 
3.2. What are the general principles recognised in your legal system concerning the 

collection and processing of workers’ personal data? Are the principles, laid down in the 

Directive 95/46/EC, transposed and applicable as such in the employment context (the 

principles of legitimacy, finality, transparency, proportionality, confidentiality and 

security, and control)? 

 
It seems like the principles of Norwegian law and the principles of the Directive correlate 
more or less. 
First of all, the processing of personal data must have legal grounds, cf. sections 8 and 9. 

These grounds may be consent, legal provisions, or that the processing is “necessary”. 
The provisions of the law are exhaustive and invariable, cf. section 11. 
The right to access follows from chapter III about information on processing of personal data. 
These provisions ensure both a right to access and the controller’s obligation to provide 
information. 
The personal data shall be processed in accordance with fundamental consideration for the 
privacy of the individual, but this is also largely a matter of judgment balancing between 
different objectives worthy of protection. This follows especially from the “necessity”-
condition in sections 8 and 9, but also from the exceptions to access and information in 
section 23. 
It follows from section 13 that the data shall be subjected to adequate security which ensure 
confidentiality. Those processing the personal data shall by means of planned and systematic 
measures ensure satisfactory data security, and in further treatment ascertain that the 
requirements with regard to confidentiality, integrity and accessibility are fulfilled. Lastly, 
section 14 regulates control over the data. There shall be established and maintained such 
planned and systematic measures as are necessary in order to ensure the quality of the 
personal data. 
 
 
3.3. Is there an additional general requirement that the employer may only have access 

to workers’ personal data if the information is relevant to the work tasks or the 

employer’s functions? Please describe the content of this requirement. 

 
It follows from the Personal Data Act section 11 litra d) that the personal data must be 
adequate and relevant in relation to the purpose of the processing. Therefore it is not sufficient 
that the purpose is legal and relevant in relation to the actual activity.  The registered data 
must have a natural connection with the activity and the stated purpose, in addition to be 
adequate to what they shall represent.   



The provision shall protect the data subject’s interests with regard to discretion, and seek to 
avoid collection and use of surplus data and other data which only  “might come in handy”. 
That the data is limited to what is objectively grounded is particularly important to maintain 
trust between the controller and the data subject. The controller will probably not get 
permission to process if the data subject suspects that data that are not necessary for the 
purpose are stored and processed. 
While assessing the relevance, important factors will be whether registering less or other, 
maybe less sensitive, data than planned might reach the required goal. The consideration is 
stricter the more sensitive the data one intends to process. In the Act relating to Personal Data 
Filing Systems, etc., which preceded the Personal Data Act, there was also a requirement that 
sensitive personal data had to be necessary for the purpose in question. Case law concerning 
the evaluation of strict relevance will still be applicable when interpreting the new Act. 
 
 
3.4. Does the above principle accept that, as an exception, the employer may collect and 

where appropriate disclose, sensitive personal data when such is justified on grounds 

such as national security, public safety or the economic well being of the country, for the 

prevention of disorder or crime, for the protection of health or morals, or for the 

protection of the rights and freedoms of others? 

 
The Personal Data Act section 9 is built on a principle of proportionality between interests 
worthy of protection. Firstly, the provision in litra b) presupposes that the lawful processing 
must be more worthy of protection than the privacy of the individual. The purposes in litra c) 
concerning the vital interests of a person, e) concerning necessity to exercise or defence a 
legal claim, and g) concerning the prevention of illness etc, maintain the protection of   the 
rights and freedom of others, the prevention of disorder and crime and protection of health 
and morals, respectively. In section §9(3) the Data Inspectorate is given a general jurisdiction 
to decide that sensitive personal data also may be processed in other cases if this is warranted 
by important public interests and steps are taken to protect the interests of the data subject. 
There are no general exceptions that permit processing based on the abovementioned 
principles apart from that. The Act does, however contain an exception to the right to 
information that builds on these concerns and principles, cf. section 23. 
 
 
3.5. What is the role of the worker’s consent as a justification for processing sensitive 

data? Can the worker lawfully give his or her consent in the individual employment 

contract? 

 
A consent that complies with the requirements of the law (a voluntary, expressly and 
informed statement) makes other legal grounds for processing of personal data unnecessary. A 
concession from the Data Inspectorate, however, is required in order to process sensitive 
personal data that are not unsolicited.  
Consent pursuant to the Personal Data Act must be individual dispositions. Collective consent 
will only in exceptional cases be in accordance with the law. If, by signing up as a member of 
an organization one is permitting the organization to consent to further data processing on 
behalf of its members, the condition must be that the permission shall only apply to limited 



and well-defined issues. There must also be a requirement that the individual member is 
informed about what there has been given consent to. The member must be free to withdraw 
the consent and when resigning from the organization the consent shall discontinue. 
 
 
3.6. Can the workers: 

3.6.a.  be granted access to all their personal data either processed by automated or 

electronic system, or kept manually on file? 

 
In addition to everyone’s right to access general information about and how the personal data 
are processed, each person has the right to know if personal data relating to him- or her are 
being processed. If that is the case, the data subject may demand information as regards which 
such data that are processed, and which security measures that are implemented in connection 
with the processing. Access as regards security may be limited if such access can prejudice 
security.  
Within the public administration the provisions relating to right to access in the Personal Data 
Act apply in addition to the provisions concerning public administration in general, i.e. that  
”A party has the right to acquaint himself with the documents of the case”. The Personal Data 
Act grants a wider right to access as it does not require the person seeking information to be a 
“party” to the case, it is sufficient to be registered.  
Exceptions to the right to access are done in cases where the information might harm national 
security, public safety, the country’s’ economic interests, concerns of health and morals, or 
the rights of others, cf. section 23. 
 
 
3.6.b. be granted the right to obtain and examine a copy of any such data and the right 

to demand that incorrect or incomplete data be deleted or corrected? 

 
Pursuant to section 27 the controller shall on his/her own initiative, or at the request of the 
data subject, rectify inaccurate or incomplete data or data of which processing is not 
authorized. The Data Inspectorate may also demand that personal data are deleted or blocked. 
A request by the data subject presupposes that s/he has access to the registered data. 
The provision mentions explicitly only inaccurate and incomplete data and data that lack legal 

basis pursuant to sections 8 and 9. It is presumed, however, that also data that do not 
comply with the basic requirements to the quality of the processing in section 11 may be 
claimed rectified or erased. 

The act imposes a duty to correct deficiencies as soon as they are detected and a right for the 
data subject to claim rectification. 
 
 
3.7. A list of typical items of sensitive data is given below. 

a) health or medical data; b) pregnancy; c) HIV/AIDS data; d) results of drug and 

alcohol tests; e) genetic data; f) psychological and personality tests, including 

graphological tests; g) religious belief; h) marital status; i) sexual orientation; j) political 

opinion; k) trade union membership, and l) data related to criminal conduct? 



 

3.7.a. What are the specific rules, in force or under preparation in your country, 

concerning the processing of this data? 

 
With the exception of h) marital status, all the items will come under sensitive personal data 
as defined in section 2 nr. 8. This means that processing of these types of data only can take 
place if they fulfil one of the conditions in section 9 in addition to the basic requirements to 
quality in section 11 and concession. Marital status will be processed as ordinary personal 
data and only require a notification to the Data Inspectorate. 
 
 
3.7.b. Please also explain the conditions under which job-applicants may be required to 

provide the data or to undergo the tests based on these data. What are the consequences 

of their refusal to do so? 

 
“The employer may, when engaging employees seek information about the applicants’ views 
on political, religious or cultural issues or whether they are members of labour unions if such 
information is justified by the nature of the post or if the objective of the activity of the 
employer includes promotion of particular political, religious or cultural views and the post is 
essential for the fulfilment of the objective. The same applies to information concerning the 
possible homosexuality or homosexual form of cohabitation of the applicant. In cases where 
such information will be required this must be stated when advertising the vacancy.” 
This provision convey the exception from the main rule in WEA section X A which ensure 
equal treatment on all areas of employment; from the advertisement of a vacancy to 
termination of employment. Pursuant to the main rule direct and indirect discrimination based 
on sex, religion, view of life, skin colour, national or ethnic origin, membership in labour 
organizations, sexual orientation, disability or age is prohibited. The main point of departure 
must therefore be that the employer cannot demand information on such issues from an 
applicant or employee. 
The exception to the main rule apply on the conditions firstly, that the objective of the activity 
is to promote a particular view and that the information is relevant in order to promote this 
view. In addition, the position in question must be essential for the fulfilment of the objective. 
This means that not every position in the undertaking necessarily is essential in order to 
promote the objective of the employer. It is therefore not sufficient that the objective of the 
activity of the employer itself includes promotion of a particular view; the reason for 
obtaining such information must be objectively justified in the particular post’s significance 
for the fulfilment of the objective. 
If an applicant in such cases refuses to give information that pursuant to these exceptions is 
objectively justified in the purpose of the occupation, s/he may be passed over for the 
appointment. 
In cases that are not covered by the exception, refusal to give such information shall have no 
effect in assessing applicants and other qualifications must make the basis of the selection.  
Discrimination of an applicant because s/he refuses to give such information, or where there is 
unjustly attached importance to such information in the selection does not, however, grant he 
applicant a claim to employment in the position in question. An applicant who has been 
subjected to discrimination may demand redress and/or compensation for economic loss from 
the employer. 



Where information about an applicant’s health or medical conditions, HIV/AIDS or genetic 
data, or drug-, alcohol-, psychological- or personality tests are concerned, such information or 
tests may be demanded if this is relevant for the position and necessary to perform the work. 
The evaluation will be similar to that above pursuant to the provisions of the WEA. The need 
for the information must be objectively justified based on the particular post and its 
importance for execution of the work. The more intrusive the tests, the stronger are the 
requirements to the necessity of the measure. Information relating to pregnancy, for example, 
may be relevant both if the work is of such a kind that cannot be performed by someone who 
is pregnant, but also if the work is a temporary engagement and the applicant knows that she 
will not be able to work the entire time period that the engagement lasts. Correspondingly, a 
drug test may be relevant where there is a genuine security requirement connected to the 
performance of the work, to oneself, one’s colleagues or the environment in general. Marital 
status is considered as information that will not be relevant to the implementation of a 
position. If marital status, contrary to expectation, should be deemed relevant, the same 
applies to information about this as to information about health etc. An applicant has a duty to 
submit information that is essential for taking care of the position s/he has applied to. This 
duty is deduced from the common-law loyalty principle concerning agreements, which also 
applies to employment. Omission to comply with the demand to submit the information that is 
lawfully demanded, or omission to voluntarily give necessary information can cause the 
applicant to not be considered for the post. If the applicant in question gets employed, 
retention of such information, when revealed, may lead to annulment of the contract of 
employment pursuant to ordinary principles of contract law. The employer may claim 
immediate termination of the employment. Retention of information may also be objectively 
justified grounds for dismissal.  
 
 
 
3.8. Can a worker claim damages in the case where: 

3.8.a. the employer has abusively or illegally stored or used data when it is not relevant 

to the job which a worker has applied for or for which he has been hired?  

 
Processing of personal data in contravention with provisions or observance with provisions of 
the law might cause liability for compensation unless it is established that the damage is not 
caused by error or neglect on the part of the controller cf. section 49. In case of legal action 
the burden of proof that s/he is not guilty of negligence lies with the controller. The controller 
shall also compensate possible damage suffered because of the processors’ errors and 
negligence. 
Compensation might be claimed for financial loss incurred by the injured party as a result of 
the unlawful processing. The controller may also be ordered to pay such compensation for 
damage of a non-economic nature as seems reasonable.  
This provision applies both to processing and communication of personal data. 
 According to the EU Privacy Directive article 23 the rules for compensation are not limited 
to the data subject only, but also the recipient of the data and others who have suffered loss 
because of the error. 
Compensation may also be claimed pursuant to ordinary compensation law in case the matter 
is not covered by the provisions in section 49. 
 
 
3.8.b. the employer has illegally disclosed such data to third parties? 



 
The provision in section 49 applies both to processing and communication of personal data. 
The same therefore applies here as in the point above concerning illegal communication of 
data. 
 
 
If a worker can claim damages in the above-mentioned cases, what is the competent 

jurisdiction to hear and adjudicate such claims, and what remedies can that jurisdiction 

order? 

 
The ordinary courts decide the question of compensation or possible other legal remedies, e.g. 
penalty. The Data Inspectorate’s jurisdiction is limited to order modification or stop 
processing of personal data in defiance of the provisions of the law cf. section 46, and in 
certain cases to impose coercive fines if the order is not complied with, cf. section 47. 
 
 
4. Electronic surveillance and monitoring 

4.1. Are there specific rules or provisions in force in your country, applicable to 

monitoring telecommunication in the workplace? What is the role of case law in this 

respect? 

 
The General Civil Penal Code § 145 prohibits listening in to telephone conversations between 
other persons by means of concealed auditory apparatus. This means that the provision does 
not include monitoring by means of an ordinary extension. The conversation does also have to 
be between other persons. This condition is not met if one of the participants is conducive to 
or consents to the listening in by a third party. 
There is no case law in this field concerning employment relationships in particular. 
 
 
4.2. E-mail 

4.2.a. Are there any circumstances in which an employer has the right to examine a 

worker’s e-mail message? Is a worker’s private message seen/treated in a different 

manner from a work-related message? 

 
The General Civil Penal Code § 145 convey penalty to any person who unlawfully opens a 
letter or other closed document or who by breaking a protective device or in a similar way 
unlawfully obtains access to data or software which are stored or transferred by electronic or 
other technical means. This provision is applicable to e-mail. In order to be against the law a 
protective device must be broken. If an employer obtains access to data that is open to 
anybody, the matter will probably not be covered by the provision. Obtaining access to the 
employees’ e-mail, which is only accessible using a password or the like which is only known 
to the employee, on the other hand, will be illegal.  
According to the Data Inspectorate the provisions of the Personal Data Act cover the 
employers’ reading of the employees’ e-mail; “when the employer reads his/her employees’ 
e-mail it is processing of personal data by automatic means”. This was confirmed by a 



Supreme Court ruling in 2002. The provision takes precedence over the provisions of the 
General Civil Penal Code when it comes to processing of personal data. An employer who 
needs to read the e-mail of his/her employees may do so if there are legal grounds for it in 
section 8 of the Personal Data Act and the other conditions for processing personal data in 
section 11 are met. 
Such access only includes work related e-mail. A division must therefore be made between 
private and work -related e-mail. In determining whether the mails are work- related the 
contents will be the main point. If the contents in one way or the other concern the type of 
activity that the business in question represents or has interests in, or contain information 
which the undertaking has interests in knowing of, it is work-related.   
The employer may have factual reasons for reading work-related e-mail in cases when the 
employee is absent for a long period of time, during illness, holidays and work travels. 
The employer may not read e-mail that the employee receives as a private person without 
his/her consent. This applies even if the employer is the “owner” of the computer system. 
 
 
4.2.b. Should an employer follow a certain procedure in the event where he/she wishes to 
examine the e-mailbox and e-mail messages sent to or by a worker? 
 
The workers shall be informed that the employer may read work-related e-mail arriving to the 
employee’s mailbox. It is recommended that there are established routines for when it is to be 
expected that the employer read such e-mail and how this shall be carried out. It is, however, 
up to the individual employer to establish such routines. Consent should always be sought 
before an examination is instigated. 
 
 
4.2.c. What is the role of the worker’s consent in these cases? 
 
If the worker consents to the examination of the e-mail by the employer there are no obstacles 
to this. 
 
 
4.3. Internet 
In the event where the worker is allowed access to the Internet at the workplace, is the 
employer allowed to exert control over the worker to ensure that he/she follows the 
instructions and rules given by the employer? What are the methods for such control? 
 
 The Personal Data Act is in actual fact neutral as far as technology is concerned, and regulate 

all processing of personal data by means of general provisions. There are no provisions 
that specifically regulate Internet-technology.  In Regulations 2000-12-15 no. 1265 on 
the processing of personal data sections 7-11 it is stated that processing of personal data 
resulting from monitoring activities in a computer system, as well as processing of 
personal data on dispositions to resources in the system are exempt from the requirement 
to notification pursuant to the Personal Data Act section 31(1). This, however, applies 
only if the purpose of the processing is to administer the system or to detect/solve 
breaches of security in the system. In addition, the processing must adhere to the 
provisions of the Act relating to legal grounds and quality. 

Administration of the system means to see to that the resources available at any time are used 
optimally. One part of the administration may be to see to that the employees do not 
download and store large quantities of data for private purposes onto the undertaking’s 



network. It is presupposed that the undertaking has guidelines for the use of the data system 
and strategies concerning security that the employees are familiar with and that they know the 
consequences of breaking them. The person(s) responsible for the operation of the system in 
question should be informed of private use of the system so that s/he can inspect it without 
violating privacy.  
Information emerging from such monitoring may not be processed in order to monitor or 
control individual persons. If the data are to be used later for a different purpose notification 
shall be given to the Data Inspectorate and the conditions for processing with regards to the 
requirements to legal basis and quality in sections 8 and 11 must be met.  
If the processor discovers files which s/he suspects are illegal the person in question should be 
asked to delete the file, alternatively such files will be deleted by the controller if they are 
against internal guidelines for operations and security.  
 
 
4.4. Camera surveillance 
4.4.a. Are there any general rules in your country governing camera surveillance at 
work? 
 
Only camera surveillance is the object of particular supplementing provisions in the Personal 
Data Act. In order for the law to be applicable the footage must satisfy the general 
requirements of the Act in section 3, i.e. that it is either data in electronic form, or that they 
form part of a personal data filing system. In addition, the purpose of the camera surveillance 
must be to monitor natural persons. I.e. that the photographic material is likely to include 
recognizable natural persons and that this material will be of value to those who monitor. It is, 
however, no condition in order for the law to be applicable that the surveillance only is of 
persons. It is sufficient that it is likely that recordings will include natural persons.  
In order to be defined as camera surveillance the processing has to be continuous. Built-in 
intervals in the system or photographing in the event of certain activities or occurrences are 
also included. In addition, the equipment must be remote- controlled or working 
automatically.  
Camera surveillance is only allowed if there is legal basis pursuant to sections 8 or 9 
depending on whether or not it concerns sensitive data. In addition, the requirements to 
purpose and quality in section 11 have to be met and all camera surveillance must be reported 
to the Data Inspectorate, cf. section 31.  
The requirements to consent in the Personal Data Act are that it must be a voluntary, 
expressly and informed statement by the data subject that s/he accepts the processing of data 
about him-/herself.  Since it will be hard to obtain such a statement from everyone who is 
subjected to camera surveillance, will the alternative specific purposes and results that are 
listed in sections 8 and 9 be important grounds on which to instigate surveillance. 
Surveillance for the purpose of uncovering information about persons suspected, charged, 
tried or convicted of criminal offences, however, is legal even though the requirements in 
section 9, subsection 1, are not met. The requirements in section 8, however, must always be 
met. 
If the information obtained by camera surveillance is stored in such a way that makes it 
possible to retrieve information on a particular person, the whole Act applies regardless of 
whether the storage is electronic or not. This means that a concession is required. Here too 
there are exceptions if the purpose of the surveillance is to uncover information about persons 
suspected, charged, tried or convicted of a criminal offence. 
Video surveillance of a place that is regularly frequented by a limited group of people is only 
permitted if there is a special need for such surveillance, cf. section 38. This requirement 



comes in addition to the basic requirements to grounds and quality in sections 8, 9 and 11. 
The term “limited group of people” does not mean that this must be a certain or small group. 
Also a relatively large group of people may come under the definition, but that presupposes 
that it is limited and that admittance is restricted.  The unrestricted area in a shopping mall 
where everyone is admitted is not an area frequented by a limited group of people. 
Storerooms and recreation halls where only the staff is admitted are different.  In the latter 
case there must exist a special need in order to initiate video surveillance. This need must be 
based on the activity. A special need means that there exists an actual threat that the 
surveillance might have an effect on. The threat, however, does not need to have been 
realized. A bank may put up a surveillance camera before it gets robbed.  On the other hand, 
there must have been a somewhat serious case of embezzlement before a kiosk owner can do 
the same. The decision as to whether there is a particular need for the surveillance is a matter 
of judging between the need for surveillance and the interest of protecting privacy. 
 
 
4.4.b. What are the preconditions for camera surveillance of workers in general and of 
an individual worker? 
 
Because most work- places will be typical examples of places that are open to a limited group 
of people, there must be a special need for the video surveillance. The employer or the 
controller decides whether there exists a “special need” but the specific threat must be 
genuine and the surveillance must have a possible effect on that threat. In addition, the 
conditions relating to legal grounds in sections 8 or 9, the requirements for the processing in 
section 11, and notification to the Data Inspectorate must have been complied with. 
 
 
  
4.4.c. Do workers have to be informed of camera surveillance/location of cameras? 
 
Workers shall be informed of camera surveillance of the work- place. The notification shall 
contain information that the place is under surveillance in addition to the identity of the 
controller, cf. section 40. The notification of the surveillance must be formed and placed so 
that the information is clearly expressed.  
 
 
4.4.d. Does the employer have to obtain permission from an outside body for secret 
camera supervision? 
 
It is not allowed for an employer to carry out secret surveillance of employees. This was 
established by the Appeals Committee of the Supreme Court in 1991. According to the 
Appeals Committee’s opinion secret surveillance of the workplace cause “ such a violation of 
personal integrity that it from principles concerning privacy ought to be deemed 
unacceptable”.  
 
 
4.5. Are there rules governing other forms of electronic surveillance (recording devices, 
control system etc.)? 
 
As mentioned above, the Personal Data Act is neutral as regards technology, and concerns all 
processing of personal data regardless of form, i.e. that both sound, photographical and 



written materials are included provided that the data are processed automatically or that they 
are systematically stored in a register. All surveillance is subject to the provisions of the law. 
 
 
4.6. What are the consequences if the rules on electronic surveillance are violated? 
 
The Data Inspectorate has the authority to check the controller’s decisions when 
implementing and processing the personal data, and impose changes in order to make the 
processing or the surveillance satisfy the requirements of the law. If the Directorate’s orders 
are not complied with, the Directorate may impose a coercive fine which will run for each day 
from the expiry of the time limit set for compliance, cf. section 47. 
The law also include provisions regarding fines for intentional breaches of the concession 
requirements, or if the processing is against the law. 
Both monitoring by means of concealed auditory apparatus and breaking a protective device 
in order to access an employees’ e-mail in defiance of the penal code are offences that are 
punishable with fines or imprisonment. 
 
 

5. Surveillance outside the workplace 
Can the employer monitor the worker’s activities outside the workplace (for example to 
control absences from work for alleged sickness or accident)? 

 
An employee may be absent from work due to illness or accident for three days. Longer 
absences require a medical certificate. Apart from the right to demand a medical certificate 
the employer may not carry out additional checks on the truthfulness of an employee’s alleged 
illness or accident.  
 
 

6. Collective guarantees 
Is there an obligation to inform/consult workers or their representative when 
implementing, changing or withdrawing workplace rules or practices on processing 
personal data? 

 
The Personal Data Act does not include any explicit provisions that require notification when 
changing practice or routines when processing personal data. Such notification, however, 
must be implicit to the relation of trust that ought to exist between the controller and the data 
subject. If the changes entail that consent or other grounds no longer apply, a new consent or 
basis is required. 
 
 


