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1. Introduction 
 

The protection of personal privacy has become increasingly important in pace with the 
development of information technology. A number of international documents have also been 
adopted to regulate this area. From the European perspective, perhaps the most important legal 
instruments are the Personal Data Protection Directive 95/46/EC and the Privacy and Electronic 
Communications Directive 2002/58/EC. With regard to employment, two non-binding 
instruments can be mentioned, namely the Recommendation of the European Council R(89)2 
and the ILO guidelines on the protection of worker’s personal data (1996). The ILO Private 
Employment Agencies Convention, 1997 (No. 181) and its accompanying Recommendation 
(No. 188) also contain rules on the gathering, storage and use of personal data by private 
employment agencies to which these ILO standards apply. Article 8 of the Council of Europe 
Convention for the Protection of Human Rights and Fundamental Freedoms as well as Article 7 
of the Charter of Fundamental Rights of the European Union can also be invoked while 
discussing this issue.  

 
It seems, however, that many practical situations at the workplace, relating to privacy, are dealt 
with differently or are not specifically addressed in various European legal systems. Worker’s 
privacy was discussed in the meeting of European Labour Court judges which was held in The 
Hague in 1996, but new developments in the practical world as well as in legal regulation call 
for further examination of the subject. The purpose of this questionnaire is to provide a basis 
for an updated overview on how employment-related sensitive data and electronic monitoring 
are regulated and treated in case law in modern legal systems. 

 
2. Legal framework 
 
 Please provide a brief description of the legal system governing the protection of 

worker’s privacy in your country. 
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 These matters are regulated by the Data Protection Act 1988 which was amended by 
the Data Protection (Amendment) Act 2003. This Act established the Office of Data 
Protection Commissioner who has responsibility for enforcing the provisions of the Act.  
The Data Protection Amendment Act, 2003, updated the legislation implementing the 
provisions of EU Directive 95/46.The Acts set out the general principle that individuals 
should be in a position to control how computer data relating to them is used. "Data 
controllers" - people or organisations holding information about individuals on 
computer or in structured manual files - must comply with certain standards in 
handling personal data, and individuals have certain rights. 
 
The Data Protection Commissioner is responsible for upholding the rights of 
individuals as set out in the Acts, and enforcing the obligations upon data controllers. 
The Commissioner is appointed by Government and is independent in the exercise of 
his or her functions. The Commissioner makes an annual report to the Oireachtas, the 
Irish Parliament. Individuals who feel their rights are being infringed can complain to 
the Commissioner, who will investigate the matter, and take whatever steps may be 
necessary to resolve it. 
 
  
 

2. Is the issue covered by constitutional provisions/civil or labour laws/specific data 
protection laws/collective agreements/case law etc.? 

 
 See the answer to question 1 above. 
 
3. Sensitive data 
 

3.1 Is there a legal definition for the concept of sensitive data in your country? 
Does it cover all relevant aspects of data protection at work?  (For more 
information please see the following website: 
http://europa.eu.int/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=en&numdoc=
31995L0046&model=guichett) 

   
  The Act provides a definition of “personal data” as follows: 
   

 “Data relating to a living individual who is or can be identified either from the 
data or from the data in conjunction with other information that is in or is likely 
to come into the possession of the data controller”. 

   
 This definition is sufficiently broad to cover all relevant aspects of data 
protection at work.  
 
 
At present, Irish data protection law makes special provision for the handling of 
"sensitive" categories of personal data, namely data relating to: 

• racial origin  
• political opinions or religious or other beliefs  
• physical or mental health  
• sexual life, or  
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• criminal convictions.  
 
Persons keeping such categories of personal data are required to register 
annually with the Data Protection Commissioner. The Commissioner may not 
accept an application for registration from such a person unless the 
Commissioner is satisfied that appropriate safeguards are in place to protect 
the privacy of the individuals concerned. 
 

 
3.2. What are the general principles recognised in your legal system concerning 

the collection and processing of workers’ personal data? Are the principles, 
laid down in the Directive 95/46/EC, transposed and applicable as such in 
the employment context (the principles of legitimacy, finality, 
transparency, proportionality, confidentiality and security, and control)?  

 
Directive 95/46/EC has been transposed in Irish Law by the Data Protection 
(Amendment) Act 2003. 
 
In the employment context the Act impacts on every aspect of the management 
of human resource information.  
 
The Act does not apply to statistical data or to information which has been 
anonymised . For example a list of salaries without a corresponding list of 
employees would be regarded as anonymised data. However, a list of salaries 
by reference to a position within the company would not be sufficiently 
ananymisd if the position itself would allow the individual to be identified (for 
example sales manager if there is only one such post.  
 

 
 

3.3. Is there an additional general requirement that the employer may only 
have access to workers’ personal data if the information is relevant to the 
work tasks or the employer’s functions? Please describe the content of this 
requirement. 

 
Employers must be transparent and open in their collection and use of personal 
details concerning employees, contractors, job applicants and others whose 
information they process.   In particular employers must: 
 

• Ensure that employees. contractors and job applicants know what 
information is held by the employer, how it will be used and to whom it 
will be disclosed.  

 
• Obtain consent to process the information in certain circumstances 

particularly where sensitive information is processed.  
 

• Ensure that all personal information which is obtained is relevant to the 
employment and is not excessive. 
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• Ensure that personal records are accurate and up to date and are not 

kept longer than is necessary. 
 

• Ensure that records are made available to the individual when 
requested. 

 
• Ensure that adequate organisational and technical security measures 

are put in place to protect human resource information. 
 

• Where a function is outsourced (for example payroll) a written contract 
must be in place with the entity to whom the service is outsourced. 

 
• Ensure that information is not transferred to a company outside the EEA 

unless adequate safeguards are in place. 
 

• Ensure that staff are trained and informed in relation to their data 
protection obligations.  

 
 

      

3.4. Does the above principle accept that, as an exception, the employer may 
collect and where appropriate disclose, sensitive personal data when such is 
justified on grounds such as national security, public safety or the economic 
well being of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and 
freedoms of others? 
 
Not in these express terms. Section 8(b) of the Act does allow for the disclosure 
of an individuals data for the purpose of “detecting or investigating an offence”   
Hence the disclosure of such information to the police would be legitimate if the 
employer has reasonable grounds to believe that an offence is or is about to be 
committed.  

 
3.5 What is the role of the worker’s consent as a justification for processing 

sensitive data? Can the worker lawfully give his or her consent in the 
individual employment contract? 

 
Consent is required for processing sensitive data. This can arise where an 
employer requires a candidate to undergo a pre-employment medical or to 
provide medical details on an application form or where the employer engages 
in pre-employment vetting which includes criminal background checks.  
 
Explicit consent is required for the processing of sensitive data. The consent 
must be free in the sense that the employee cannot be liable to the withdrawal of 
any benefit where consent is refused. Whish there is no express provision in the 
legislation which precluded the giving of a generalised consent by a term in an 
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individual contract of employment, the general view is that such consent would 
not be sufficiently free and explicit to constitute a valid consent. 

 
3.6 Can the workers:  

a) be granted access to all their personal data either processed by 
automated or electronic systems, or kept manually on file? 

 
 Yes  

 
b) be granted the right to obtain and examine a copy of any such data and 

the right to demand that incorrect or incomplete data be deleted or 
corrected? 

 
Yes 

 
3.7 A list of typical items of sensitive data is given below.  

   
a) health or medical data; 
b) pregnancy; 
c) HIV/AIDS data; 
d) results of drug and alcohol tests; 
e) genetic data; 
f) psychological and personality tests, including graphological tests; 
g) religious belief; 
h) marital status; 
i) sexual orientation; 
j) political opinion; 
k) trade union membership, and  
i) data related to criminal conduct? 

 
 
 a) What are the specific rules, in force or under preparation in your 

country, concerning the processing of this data? 
  
 Where an employer processes sensitive data of this kind the employee must 

give express consent (see above) and the employer must give precise and 
full information as to the extent and purpose for which the  information will 
be processed.  

 
c) Please also explain the conditions under which job-applicants may be 

required to provide the data or to undergo the tests based on these data.  
What are the consequences of their refusal to do so?  

 
 Such data can only be requested where it is of direct relevance to the job. 

Moreover, what is required must not be excessive. The question of whether 
adverse consequences can flow from a refusal to give consent has not been 
considered by an Irish Court or by the ECJ.  

 
3.8 Can a worker claim damages in the case where:  
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a) the employer has abusively or illegally stored or used data when it is not 
relevant to the job which a worker has applied for or for which he has 
been hired? 

 
 

 b) the employer has illegally disclosed such data to third parties? 
  

There is no express provision for the awarding of compensation but a claim 
could be brought at common law for breach of statutory duty or for the 
infringement of the Constitutional right to privacy. Such conduct may also lead 
to the commission of  a criminal offence, punishable by a fine of €100,000.
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If a worker can claim damages in the above-mentioned cases, what is the 
competent jurisdiction to hear and adjudicate such claims, and what remedies can 
that jurisdiction order? 
 
A complaint may be made to the Data Protection Commissioner who may serve an 
enforcement notice on the employer requiring him/her to take such action as is 
necessary to comply with the Act. The commissioner may also order the employer to 
block, erase or destroy the data concerned.  

 
4. Electronic surveillance and monitoring 

 
4.1 Are there specific rules or provisions in force in your country, applicable to 

 monitoring telecommunication in the workplace? What is the role of case 
law in this respect? 

 
 There is a difference between covert monitoring and overt monitoring. In the 
latter case the monitoring is permissible where the employee is aware of the 
recording and the resulting data is dealt with in accordance with the Act. 
customers should also be informed that calls are being monitored.  
 
In the case of covert monitoring this can only be carried out in rare 
circumstances in which an employer is investigating a criminal offence. The 
Commissioner has given clear indication that covert monitoring will be 
acceptable where the employer has very real suspicions that an employee is 
engaged in criminal activity. He has advised employers to inform employees 
that it is policy to conduct covert monitoring in these circumstances.  The data 
obtained in this process can only be used to investigate criminal activity.  

 
4.2. E-mail 

 
a) Are there any circumstances in which an employer has the right to 

examine a worker’s e-mail message?  Is a worker’s private message 
seen/treated in a different manner from a work-related message? 

 c) Should an employer follow a certain procedure in the event where 
he/she wishes to examine the e-mailbox and e-mail messages sent to or 
by a worker? 
 
Monitoring an employees e-mail and internet activity will generate personal 
data. The employees rights are therefore governed by data protection law as 
well as general privacy rights under the Constitution and the European 
Convention on Human Rights, which is now incorporated in domestic law. 
Before engaging in such monitoring an employer must be satisfied that the 
data protection principles are applied and that the monitoring is 
transparent, not excessive and compatible with the employment 
relationship.    

 
b) What is the role of the worker’s consent in these cases? 
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Monitoring can be carried out if it is provided for in the individual contract 
of employment and the general principles of data protection law are 
observed.  
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4.3.  Internet 

 
 In the event where the worker is allowed access to the Internet at the 

workplace, is the employer allowed to exert control over the worker to 
ensure that he/she follows the instructions and rules given by the 
employer? What are the methods for such control? 

   
 The same rules apply as in the case of e-mail. See above.   
 

4.4.  Camera surveillance 
 

a) Are there any general rules in your country governing camera 
surveillance at work? 
 
No. But it would come under data protection law and could also give rise to 
implications under privacy law.  

 
b)  What are the preconditions for camera surveillance of workers in 

general and of an individual worker? 
 See above  
 c) Do workers have to be informed of camera surveillance/location of  

cameras? 
 See above.  
 

d) Does the employer have to obtain permission from an outside body for 
secret camera supervision? 
  No.  

4.5 Are there rules governing other forms of electronic surveillance (recording 
devices, control systems etc.)? 

 
 No, apart form data protection law and privacy law  
 
 4.6 What are the consequences if the rules on electronic surveillance are 

violated? 
 

 An action may be possible for breach of the Constitutional right to privacy as in 
the case where a journalists telephone was tapped (Kennedy v Ireland [1987] 
IR 587). the European Convention on Human Rights Act 2003 would also be 
relevant.   
 

 
5. Surveillance outside the workplace 
 

Can the employer monitor the worker’s activities outside the workplace (for 
example to control absences from work for alleged sickness or accident)?  
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Yes. But the employee should be told that the employer may do so. Again the 
general law is applicable and if there is unwarranted intrusion on the privacy 
of the individual a cause of action under the Constitution or the ECHR Act.  

 
 
6. Collective guarantees 
 
 Is there an obligation to inform/consult workers or their representatives when 

implementing, changing or withdrawing workplace rules or practices on 
processing personal data? 

 
NO. 
 


