
 
 

 

Twelfth Meeting of European Labour Court Judges 

Budapest, 8 et 9 September 2004 

  
 
 

Protection of worker’s privacy 
 

Questionnaire 
 

 
General Reporter: Judge Pekka Orasmaa, President, Labour Court 

Helsinki, Finland 
 

National Reporter: Judge Jorn Andersen, Head of Secretariat, Labour Court of 
Denmark 

 
1. Introduction 
 

The protection of personal privacy has become increasingly important in pace with the 
development of information technology. A number of international documents have also been 
adopted to regulate this area. From the European perspective, perhaps the most important legal 
instruments are the Personal Data Protection Directive 95/46/EC and the Privacy and Electronic 
Communications Directive 2002/58/EC. With regard to employment, two non-binding 
instruments can be mentioned, namely the Recommendation of the European Council R(89)2 
and the ILO guidelines on the protection of worker’s personal data (1996). The ILO Private 
Employment Agencies Convention, 1997 (No. 181) and its accompanying Recommendation 
(No. 188) also contain rules on the gathering, storage and use of personal data by private 
employment agencies to which these ILO standards apply. Article 8 of the Council of Europe 
Convention for the Protection of Human Rights and Fundamental Freedoms as well as Article 7 
of the Charter of Fundamental Rights of the European Union can also be invoked while 
discussing this issue.  

 
It seems, however, that many practical situations at the workplace, relating to privacy, are dealt 
with differently or are not specifically addressed in various European legal systems. Worker’s 
privacy was discussed in the meeting of European Labour Court judges which was held in The 
Hague in 1996, but new developments in the practical world as well as in legal regulation call 
for further examination of the subject. The purpose of this questionnaire is to provide a basis 
for an updated overview on how employment-related sensitive data and electronic monitoring 
are regulated and treated in case law in modern legal systems. 

 
2. Legal framework 
 
 Please provide a brief description of the legal system governing the protection of 

worker’s privacy in your country. 
The protection of personal data in the labour market is regulated both by labour law and by data 
protection law. 
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Labour law contains only a few rules that have the specific purpose of regulating the 
employer’s use of data on the personal situation of employees. 

 
The legal rights are instead in the form of limitations on the employer’s right of management. 
These limitations are partly a general principle (based on the relationship between a superior 
and his subordinate that is characteristic of any employment relationship), party expressly laid 
down in collective agreements between the organisations in the private and public labour 
market. Accordingly, the right of management must, among other things, be exercised in such a 
way that it observes a number of principles on objectivity and proportionality as wells as 
respect for the dignity and privacy of employees. 

 
The most important act is from 1996 and concerns the use of health statements in the labour 
market. This act establishes the fact that employers are not entitled to obtain information of a 
more general nature on the health of job applicants or employees, but is only (and normally 
only subject to written informed consent) entitled to obtain information on specific, current 
matters of major importance for the ability of the relevant person to perform the work in 
question. 

 
 
 Is the issue covered by constitutional provisions/civil or labour laws/specific data 

protection laws/collective agreements/case law etc.? 
 

The regulation under data protection law is to be found in a general act from 2000 on 
processing of personal data. This act among other things implements Directive 95/46 EC. In 
relation to the private labour market, and in addition to electronic processing of personal data 
and non-electronic processing of such data that are or will be contained in a register, the act 
includes so-called other non-electronic systematic processing of data on persons’ private or 
financial situation which may reasonably be required to be withheld from the public. It may for 
instance be a collection of personnel files. In the public labour market the Danish Public 
Administration Act regulates the processing of the latter data 

 
.3. Sensitive data 
 
 3.1 Is there a legal definition for the concept of sensitive data in your country? 

Does it cover all relevant aspects of data protection at work?  (For more 
information please see the following website: 
http://europa.eu.int/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=en&num
doc=31995L0046&model=guichett) 

 
A general definition of the concept of sensitive data does not exist in Danish law, 
however, the Danish Act on Processing of Personal Data (any kind of data on identified 
or identifiable natural persons) delimits its scope of application as described above. 

 
 

3.2. What are the general principles recognised in your legal system concerning 
the collection and processing of workers’ personal data? Are the principles, 
laid down in the Directive 95/46/EC, transposed and applicable as such in 
the employment context (the principles of legitimacy, finality, 
transparency, proportionality, confidentiality and security, and control)?  
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As also mentioned above, the rules in Directive 95/46 EC have been transferred to 
Danish law. 

 
 

3.3. Is there an additional general requirement that the employer may only 
have access to workers’ personal data if the information is relevant to the 
work tasks or the employer’s functions? Please describe the content of this 
requirement. 

 
According to the Danish Act on Processing of Personal Data, the collection of data is 
permissible only for expressly stated and objective purposes and likewise any 
subsequent processing of the data must not be incompatible with such purposes. The 
data must be relevant and adequate and must not include more than required to fulfil 
the purpose for which data were collected. 

 
 

3.4. Does the above principle accept that, as an exception, the employer may 
collect and where appropriate disclose, sensitive personal data when such is 
justified on grounds such as national security, public safety or the economic 
well being of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and 
freedoms of others? 

 
The Danish Act on Processing of Personal Data among other things offers the employer 
the possibility of collecting and possibly disclosing personal data without the consent of 
the employee where this is necessary in order to meet a legal obligation, to perform a 
task in the interest of society or to pursue a legitimate interest that is so important that it 
takes precedence over the regard for the employee. The employer cannot, without the 
consent of the employee, process data on racial or ethnic background, religious or 
philosophic belief or health or sexual matters unless such processing of data is 
necessary in order to determine, submit or defend a legal claim. Data on the affiliation 
with a union may also be processed where this is necessary for the employer’s 
observance of his obligations or specific rights under labour law. 

 
3.5 What is the role of the worker’s consent as a justification for processing 

sensitive data? Can the worker lawfully give his or her consent in the 
individual employment contract? 

 
Express consent from an employee entitles the employer to process all personal data. 
The consent may be given in the contract of employment. 

 
3.6 Can the workers:  

 
a) be granted access to all their personal data either processed by 

automated or electronic systems, or kept manually on file? 
 

An employee is entitled to know what personal data the employer has on him, what 
they are used for, who they might be disclosed to, and where they come from. 
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b) be granted the right to obtain and examine a copy of any such data and 
the right to demand that incorrect or incomplete data be deleted or 
corrected? 

 
The employee is entitled to receive an easily understandable written notification 
concerning the above. The employer must correct, delete or block data that turn out 
to be incorrect or misleading. 

 
3.7 A list of typical items of sensitive data is given below. 
 

a) health or medical data; 
b) pregnancy; 
c) HIV/AIDS data; 
d) results of drug and alcohol tests; 
e) genetic data; 
f) psychological and personality tests, including graphological tests; 
g) religious belief; 
h) marital status; 
i) sexual orientation; 
j) political opinion; 
k) trade union membership, and  
i) data related to criminal conduct? 

 
 

a) What are the specific rules, in force or under preparation in your 
country, concerning the processing of this data? 

 
The Danish Act on the Use of Health Statements in the Labour Market regulates the 
provision of information on medical data, HIV/AIDS data and genetic data. On the 
other hand, psychological tests and personality tests are not subject to the act. The same 
applies to examinations concerning narcotics and alcohol. 
 
Discrimination on account of religion, political view and sexual orientation is contrary 
to the Danish Act Prohibiting Discrimination in the Labour Market from 1996 while 
discrimination on account of gender as well as pregnancy is contrary to the Danish Act 
on Equal Treatment of Men and Women with regard to employment and 
maternity/paternity leave as most recently amended in 2001. Questions of marital status 
are not covered by the protective legislation but then again such questions will hardly 
give rise to discrimination in Denmark. 

 
In relation to membership of a union, protection is based on an act from 1999 on 
protection against dismissal on account of union matters while the question of 
protection against wrongful use of data on previous crime is based on an executive 
order on personal data in the Central Criminal Register. 

 
 

b) Please also explain the conditions under which job-applicants may be 
required to provide the data or to undergo the tests based on these data.  
What are the consequences of their refusal to do so?  

 
In connection with the employment of employees, the employer may request health 
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statements for the purpose of knowing whether the person in question suffers from 
or has suffered from an illness or has or has had symptoms of an illness where such 
illness will be of major importance to the performance of the work in question. On 
the other hand, the employer is not entitled to request health statements for the 
purpose of obtaining information on the risk of the person in question to contract an 
illness. Consequently, the employer is not entitled to obtain information as to 
whether the person in question is HIV positive. 

 
There is nothing to prevent an employer from carrying out proficiency tests and 
psychological tests for the purpose of establishing whether an applicant is qualified 
for the work in question. This rule applies even though the test may provide certain 
information on the heredity of the applicant such as for instance an examination to 
establish whether the person in question has normal colour vision. A precondition 
laid down in the legislative material for the Danish Act on Health Statements is that 
such examinations should not be more extensive than necessary in consideration of 
the actual work situation. 
 
An examination to establish whether employees use narcotics and alcohol may be 
carried out as a control measure with a view to establishing whether a clearly stated 
alcohol prohibition has been violated or in instances where the employer has 
special obligations with regard to safety such as on ships, for instance. 
 
Basically, an employer can receive information from the Central Criminal Register 
only with the consent of the applicant and normally only in the form of a so-called 
private certificate of criminal record that contains a limited group of decisions for a  
limited period of time. 

 
 

3.8 Can a worker claim damages in the case where:  
 
a) the employer has abusively or illegally stored or used data when it is not 

relevant to the job which a worker has applied for or for which he has 
been hired? 

 
The illegal collection, keeping or disclosure of personal data may be punishable by 
a fine or imprisonment for up to 4 months and result in liability to pay damages. 

  
 Cases in this respect are heard by the ordinary courts of law. 
 

 b) the employer has illegally disclosed such data to third parties? 
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………  



    
 
 
 
 

 

6

6

 
If a worker can claim damages in the above-mentioned cases, what is the 
competent jurisdiction to hear and adjudicate such claims, and what remedies can 
that jurisdiction order? 
 
Cases in this respect are heard by the ordinary courts of law. 

 
4. Electronic surveillance and monitoring 

 
4.1 Are there specific rules or provisions in force in your country, applicable to 

 monitoring telecommunication in the workplace? What is the role of case 
law in this respect? 

 
 The Danish Act on Processing of Personal Data is the act that primarily regulates 
surveillance and monitoring of telecommunication and a number of decisions have 
been made both by the administrative authority within the field, the Danish Data 
Protection Agency, and the ordinary courts of law. 

 
4.2. E-mail 

 
a) Are there any circumstances in which an employer has the right to 

examine a worker’s e-mail message?  Is a worker’s private message 
seen/treated in a different manner from a work-related message? 
According to the Danish Criminal Code, it is prohibited to open or acquaint oneself 
with a closed message to another person, and an e-mail is presumed to be such a 
message. E-mails are furthermore covered by the rules of the Danish Act on 
Processing of Personal Data. Nevertheless, the employer may have such a factual 
interest in seeing a message that it must be regarded as justifiable to open it, for 
instance in urgent cases when the employee is on holiday or there is a concrete 
suspicion that the employee has disregarded the company’s communication 
instructions. This does not, however, apply to e-mails that appear to be private. 

 
b) Should an employer follow a certain procedure in the event where 

he/she wishes to examine the e-mailbox and e-mail messages sent to or 
by a worker? 
. Surveillance and monitoring of e-mails for control purposes presuppose that the 
employees have been informed that this will take place and concrete examination 
of the e-mails of an employee normally presupposes that the person in question has 
been offered to be present. 

 
c) What is the role of the worker’s consent in these cases? 

 Where the employee voluntarily gives his consent the employer may also get 
access to private mail. 
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4.3.  Internet 

 
 In the event where the worker is allowed access to the Internet at the 

workplace, is the employer allowed to exert control over the worker to 
ensure that he/she follows the instructions and rules given by the 
employer? What are the methods for such control? 

 Reference is made to what is stated above. 
 

4.4.  Camera surveillance 
 

a) Are there any general rules in your country governing camera 
surveillance at work? 

 
According to the Danish Act on Television Surveillance the employer may supervise 
the employees provided that they have been informed that this will take place and it is 
presumed that it is provided for by labour legislation that surveillance must have an 
objective purpose (for instance safety or security considerations or the counteracting of 
irregularities). According to the Danish Act on Processing of Personal Data, the 
sequences may not be made available to or be received by unauthorised persons and 
they may be kept only to the extent that and as long as the employer has a decisive 
interest therein. 

 
 Failure to comply with the rules may lead to punishment and liability to pay damages. 
 

b)  What are the preconditions for camera surveillance of workers in 
general and of an individual worker? 
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………   

 ……………………………………………………………………………… 
 
 c) Do workers have to be informed of camera surveillance/location of  

cameras? 
 ………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………   

 ………………………………………………………………………………  
 

d) Does the employer have to obtain permission from an outside body for 
secret camera supervision? 
 
 ………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………   

 ……………………………………………………………………………… 
 

4.5 Are there rules governing other forms of electronic surveillance (recording 
devices, control systems etc.)? 
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The Danish Criminal Code prohibits any unauthorised, secret monitoring or recording 
of statements made by a person in private, telephone conversations and in general 
conversations in which a person does not take part himself. This applies also to the 
relationship between employers and employees. However, as part of the training in 
customer contact, monitoring may take place with the consent of employees. 

 
According to the Danish Act on Processing of Personal Data, the employer is not 
entitled to automatically record what telephone numbers have been called from the 
company’s telephones.  

 
 
 4.6 What are the consequences if the rules on electronic surveillance are 

violated? 
 
 Failure to comply with the rules may lead to punishment and liability to pay damages. 

 
 
5. Surveillance outside the workplace 
 

Can the employer monitor the worker’s activities outside the workplace (for 
example to control absences from work for alleged sickness or accident)?  

 
In an action before the general courts of law it was not regarded as an act giving rise to liability 
to pay damages that an employer arranged for a private detective to check the movements of an 
employee who was absent due to sickness. 

 
6. Collective guarantees 
 
 Is there an obligation to inform/consult workers or their representatives when 

implementing, changing or withdrawing workplace rules or practices on 
processing personal data? 

 
The introduction and amendment of rules and the practice in the field in question must be 
discussed by the joint consultation committees in the companies based on the collective 
agreements concluded; and according to an agreement from 2001 between the two largest 
organisations in the Danish labour market the employees must, as far as possible, be informed 
of control measures two weeks before their introduction. 


