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Objectives of the G20 Pilot for testing feasibility of a federated
global trust network

* Inresponse to COVID-19, governments and organizations across the world have developed and adopted standards and
technologies to create, present, and verify digital vaccination credentials.

* However, a global technical framework to enable convenient use and interoperability of these credentials between
systems — while also allowing domestic autonomy over their use — does not exist and is critically needed.

* To meet this need, Indonesia as the G20 Presidency is being supported by the World Health Organization (WHO),
Organization for Economic Cooperation and Development (OECD) and the Global Digital Health Partnership (GDHP) to
conduct a virtual pilot to test the technological feasibility of establishing a federated Global Public Trust Repository
for digital COVID-19 certificates and beyond (e.g., childhood immunization records).

* This pilot focuses on understanding and documenting the technological feasibility of and requirements needed for
harmonizing multiple trust networks and platforms that exist today and to provide a repository for all public keys
that currently exists using a federated public key directory, in a test environment.
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Expected outputs for G20 pilot

v" Successful testing of integration of the federated public key directory by G20 countries and interested
countries

v Successful testing of the interoperability and harmonization of various trust networks with Universal
Verifier Applications

v Successful execution across multiple jurisdictions of health policies (business rules) against COVID-
Credentials with Universal Verifier Applications

v'  Detailed report outlining bottlenecks and gaps found during testing

A collaboration between:
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Timeline for Phase 1 of G20 pilot

v'Mutual agreement
from G20 countries to
share their existing
public keys

v'Development of a
federated public key
infrastructure

v'Development of a
public key repository

v'Document options for
reissuance and mutual
recognition

A collaboration between:

June 2022

v'Universal Verifier
application subscribed
to federated public key
directory & validated
within a test
environment

v'Development of an
infrastructure to allow
for testing between
universal verifier
application and other
trust networks/
applications

v'Ministerial
Endorsement
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July 2022

Stage 1 Virtual Connectathon

August 2022

* Successful onboarding & registration to IHE Gazelle Test Platform

e Establishment of a federated PKD

* Consolidation of public keys to allow the verification of the authenticity of
certificate (sharing of X509 certificates)

* Common agreement upon content format for master list

* Validation of mappings of various QR codes into DDCC specifications

* Ingest International Patient Summary (IPS) into DDCC

* Sandbox/test environment, peer to peer testing
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September 2022

October 2022

Stage 2 Virtual Connectathon

* Establishment of automatic
exchange of credentials using
APIs

* Development of semantic
understanding of content

* Integration of business rules
and decision support services
using CQL into a repository

e Execution of business rules
using Universal Verifier App

* Peer-to-peer testing

* Report on bottlenecks found
during testing



For more information, please contact:
smartvaccination@who.int
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